
I used Labiteers as 
the Virtual 
Machine Platform.



This task directly follows, after 
completing the Level 5 – Cyber 
Security Engineer Workplace 
Task – Certify the Webserver.
Both tasks had to be 
completed in one attempt one 
after the other.



For this task we 
will be using 
Member Server 
and Windows 10 
Desktop VM’s.



Credentials we 
will be using 
during the task.

ACME\Administrator@acme.local
Administrator@acme.local
rduck@acme.local
Passwords for all of the above were 
the same for this exercise: Passw0rd!

mailto:Administrator@acme.local
mailto:rduck@acme.local


Configure Work Folders

Head of Cyber Security Job Notes
By Jonathan Watts



Scenario



Mobile access- With an increasing 
number of employees needing mobile 

access to the network, it has been 
decided that ‘Work Folders’ should be 
implemented and made available to 

Domain and Non-Domain clients.





This will allow users to 
access the Work 
Folders when working 
away from the office on 
any device that has 
been given access by 
installing a certificate 
for authentication on 
the device.



Add the Work Folder role 
to the Member Server.

Step 01:



Member Server



Add Roles and 
Features
• After logging into our 
Members Server with our log in 
credentials, we need to select 
‘Add roles and features’ from 
the main server dashboard.



Add Roles and 
Features Wizard.
• This now loads up the ‘Add 
Roles and Features Wizard’.

• At the ‘Before you Begin’ 
section we just need to select 
‘Next’.



Add Roles and 
Features

• At the ‘Installation Type’ 
section, we again just want the 
default configuration. To do this 
we just press ‘Next’ to confirm 
this option.



Add Roles 
and 
Features
This now takes us to the ‘ 
Server Selection’ part of 
the wizard. Again, we 
just select ‘Next’.



Add Roles and 
Features
• Now in the ‘Server Roles’ section 
we need to select the drop-down 
menu option next to ‘File and Storage 
Services’. We now need to select the 
drop-down menu by ‘File and iSCSI 
Services’. 

• Here we need to scroll down and 
look for ‘Work Folders’ and then click 
onto the box next to this.



Add Roles and 
Features
• This then takes us to the ‘Work 
Folders’ add feature. Here you can 
see it will also install the ‘IIS 
Hostable Web Core’. We need this to 
be installed to make Work Folders 
available to Domain and Non-
Domain clients.

• We just click on the ‘Add Features’ 
tab to progress through the wizard. 



Add Roles and 
Features
• Back at the ‘Server Roles’ we 
now see ‘Work Folders’ has a 
tick in the box.

• Now we need to press ‘Next’ 
to go to the ‘Features’ section 
of the Wizard.



Add Roles 
and 
Features
At the ‘Features’ section 
we are only needing to 
press ‘Next’.



Add Roles and 
Features
• This now takes us to the 
‘Confirmation’ section. 

• Here we can look over and 
make sure we are happy with 
our selection.

• Once we are happy, we press 
‘Install’.



Add Roles 
and 
Features
This now starts the 
installation process.



Add Roles 
and 
Features
Once installed click on 
the ‘Close’ button.



Setup the Work Folders 
share.

Step 02:



Member Server



Setting up Work 
Folders.
• Now that the Work Folder 
role has been installed onto the 
Member Server, we now need 
to create and setup a Work 
Folder on the ‘C’ Drive.

• To do this we first need to 
select the ‘File Explorer’ icon at 
the bottom of the screen.



Setting up Work 
Folders.
• In ‘File Explorer’ we need to 
look for ‘This PC’ and click on 
this. Now we need to double 
click on the ‘Local Disk (C:)’ 
drive.



Setting up Work 
Folders.
• Here we need to use the right 
mouse button then select 
‘New’ followed by ‘Folder’.



Setting up Work 
Folders.
• We now name the new folder 
‘workfolders’.



Setting up Work 
Folders.
• Once we have created our 
new ‘workfolders’ we now need 
to click the right mouse button 
and select ‘Properties’.



Setting up Work 
Folders.
• In the ‘workfolders
Properties’ we need to select 
the ‘Security’ tab.



Setting up Work 
Folders.
• In the ‘Security’ tab we need 
to look for and select ‘Users 
(MEMBER\Users)’ and then 
select ‘Edit’.



Setting up Work 
Folders.
• In the ‘Permissions for 
workfolders’ screen we need to 
select ‘Users (MEMBER\Users) 
and make sure that ‘Modify’ is 
allowed in the ‘Permissions for 
Users’ section below.



Setting up Work 
Folders.
• Once this has been selected, 
we now need to click on ‘Add’.



Setting up Work 
Folders.
• We now need to start typing 
in ‘Authenticated’. If we press 
the ‘Check Names’ button, we 
are looking for ‘Authenticated 
Users’.

• Select this.



Setting up Work 
Folders.
• We now need to press ‘OK’.



Setting up Work 
Folders.
• Back at ‘Permissions for 
workfolders’ we need to select 
‘Authenticated Users’.

• We again need to make sure 
‘Modify’ is selected in the allow 
section.



Setting up Work 
Folders.
• Once ‘Modify’ has been 
selected, we now press ‘OK’.



Setting up Work 
Folders.
• Again, we need to press ‘OK’ 
to complete this section of the 
task. 



We now need to either restart the Member 
Server, so our changes take effect, or we 

can force start ‘Windows Sync Share’. The 
next part of the step we will be choosing to 

force start ‘Windows Sync Share’.



Configure the Work Folder share.
Step 03:



Member Server



Configure Work 
Folder share.
• Back at the Server Manager 
Dashboard we now need to 
select ‘File and Storage 
Services’.



Configure Work 
Folder share.

• We now need to select our 
Member Server and right click 
our mouse button.



Configure Work 
Folder share.

• We now need to look down 
the list and find ‘Services’. 
Once located click on this to 
load services up.



Configure Work 
Folder share.
• In ‘Services’ we now need to 
scroll down until we find 
‘Windows Sync Share’.

• Once we find it, we can see 
that it is setup to run as 
‘Automatic’. This means that 
this would normally startup 
after we have restarted the 
Member Server.



Configure Work 
Folder share.
• After finding ‘Windows Sync 
Share’ we need to right click 
the mouse button and then 
select ‘Start’.



Configure Work 
Folder share.
• We can now see ‘Windows 
Sync Share’ is now running.

• We now need to click onto 
the ‘x’ to close the ‘Services’ 
tab.



Configure Work 
Folder share.
• We now need to go and 
select ‘Work Folders’.



Configure Work 
Folder share.

• Next, we need to select ‘ To 
create a sync share for Work 
Folders, start the New Sync Share 
Wizard’.



Configure Work 
Folder share.
• Here we need to just press 
‘Next’.



Configure Work 
Folder share.
• At the ‘Server Path’ section 
we need to select ‘Browse’.



Configure Work 
Folder share.
• We now need to open up the 
drop-down sections until we 
find ‘workfolders’ and then 
press ‘Select Folder’.



Configure Work 
Folder share.
• Here you can see the local 
path now is showing our 
workfolders location. 
‘C:\\workfolders’.

• We now press ‘Next’.



Configure Work 
Folder share.
• At the ‘User Folder Structure’ 
section, we need to make sure we 
have selected ‘User alias@domain’.

• If we remember back at the ‘Cyber 
Security Engineer task’ we had to 
make sure that users including the 
acme\administrator was setup with 
this. It allows access to users in this 
Domain.

• We now select ‘Next’.



Configure Work 
Folder share.
• At the ‘Sync Share Name’ we 
need to make sure workfolders
is showing in the ‘Name’ 
section.

• Once we can confirm this, we 
need to press ‘Next’.



Configure Work 
Folder share.
• This now takes us to the 
‘Sync Access’ section. Here we 
need to press ‘Add’.



Configure Work 
Folder share.
• We need to start typing in 
‘domain’ and then press ‘Check 
Names’.



Configure Work 
Folder share.
• We need to select ‘Domain 
Users’.



Configure Work 
Folder share.
• Once we have selected 
Domain Users, we need to then 
press ‘OK’.



Configure Work 
Folder share.
• Now we press ‘OK’.



Configure Work 
Folder share.
• Back at ‘Sync Access’ we can 
see Domain Users being 
shown. We now just press 
‘Next’.



Configure Work 
Folder share.
• At the ‘PC Security Polices’ 
we just need to confirm the 
default settings by pressing 
‘Next’.

• * If we are wanting to encrypt 
the Work Folders, we need to 
make sure this is ticked on this 
page. For this task however it is 
not required.



Configure Work 
Folder share.
• At the ‘Confirmation’ screen 
we press ‘Next’.



Configure Work 
Folder share.
• We press ‘Close’ once we 
can see sync share was 
successfully created.



Next, we need to test the Work Folders 
within Windows 10.



Test Work Folders within the Domain.
Step 04:



Windows 10



Logging into 
Windows 10

First, we need to log into Windows 
10 using the ‘ACME\Administrator’ 
credentials.



Test Work Folders within 
the Domain.

• To test the work folders within 
the Domain, we will firstly need to 
load up ‘File Explorer’.

• To do this click on the ‘File 
Explorer’ icon at the bottom of the 
screen, in the task bar section.



Test Work Folders within 
the Domain.

• When ‘File Explorer’ loads up we 
now need to type in ‘workfolders’ in 
the top search bar.



Test Work Folders within 
the Domain.

• We now need to select ‘ Set up 
Work Folders’.



Test Work Folders 
within the Domain.

• For our first test we will add 
‘administrator@acme.local’ 
account as the work email 
address.

• Once this is done, we can 
press ‘OK’ or just press the 
‘Enter’ key on our keyboard.



Test Work Folders 
within the 
Domain.
• Here we need to just accept 
the default settings. We do this 
by clicking on the ‘Next’ button.



Test Work Folders 
within the 
Domain.
• Here we now nee to tick the 
box relating to ‘I accept these 
polices on my PC’.

• Once selected, we now need 
to click ‘Set up Work Folders’ 
button.



Test Work Folders 
within the 
Domain.
• Here we need to just accept 
the default settings. We do this 
by clicking on the ‘Close’ 
button.



Test Work Folders within 
the Domain.

• We now need to select our ‘Work 
Folders’ by right clicking the mouse 
button.



Test Work Folders within 
the Domain.

• Once we have clicked the right 
mouse button we need to select 
‘New’ then select ‘Text Document’.

• We are using this document to 
prove the Work Folders is working 
correctly in the Domain, and that 
our document can be found on the 
Member Server.



Test Work Folders within 
the Domain.

• For the test document I named it 
‘JWatts test’.

• Next, we will be going back to the 
Member Server to confirm we can 
view this document.



Member Server



Test Work Folders within 
the Domain.

• Back on the Member Server we 
need to go and load up ‘File 
Explorer’ by clicking on the icon in 
the task bar at the bottom of the 
screen.



Test Work Folders within 
the Domain.
We now need to go to the local (C:) drive and find workfolders.



Test Work Folders within the Domain.

• Once we have opened ‘workfolders’ we can see the folder for ‘administrator@Acme’. 

• We can open this folder now to see if out test document is working correctly in the Domain.



Test Work Folders within the Domain.

• If we open up the folder, we can see that our test document is showing both on the Member Server and in Windows 
10 Desktop.  



For our next test we will remove the 
Windows 10 computer from the Domain 
and see if we can create a test folder that 
can be seen on the Member Server. 



However, once we have removed Windows 10 Desktop 
from the Domain will need to install the certificate of 
authentication back onto Windows 10 Desktop after 
we have restarted Windows.
Without doing this setup our test email account 
rduck@acme.local will be unable to create a test 
document or have a folder showing on the Member 
Server.

mailto:rduck@acme.local


Remove the Windows 10 computer 
from the Domain and test.

Step 05:



Windows 10



Removing Windows 
10 computer from 
the Domain.

• After logging into Windows 10 
we need to load up ‘PowerShell’ 
as an Administrator.

• To do this we can search for 
PowerShell in the search box 
next to the Windows logo icon 
and select ‘run as administrator’.



Removing Windows 10 
computer from the Domain.

• Once PowerShell has loaded in 
administrator mode, we now need 
to enter the command to remove 
Windows 10 from the Domain. 

• To do this at the prompt we enter 
‘Remove-Computer’ and then 
press enter on the keyboard.



Removing Windows 10 
computer from the Domain.

• This now gives us the option to 
remove Windows 10 from the 
Domain.

• To complete this task, we now 
need to press ‘Y’ on the keyboard 
and press enter.

• This will then show the message 
‘The changes will take effect after 
you restart the computer 
Windows10’.



Now we need to restart 
Windows for the change 

to take effect. 



Restating Windows 10

• We now need to restart our 
Windows 10.

• To do this we right click the 
mouse button then highlight ‘Shut 
down or sign out’.

• We now then need to select 
‘Restart’.



After Windows has restarted, we 
will need to login using the local 
Admin account.



Logging into 
Windows 10 
after restart.

We now log into Windows 10 using 
the local Administrator account 
and password.



File Explorer to install 
Certificate of 
Authentication.

• We need to go back into ‘File 
Explorer’ to install the Certificate 
of Authentication.

• This will then allow us to confirm 
that we can create a folder outside 
of the Demain onto the Member 
Server.



File Explorer to 
install Certificate 

of 
Authentication.
We now need to go to the hidden 
server location by entering 
‘\\server\c$’.
‘C’ is the c: drive for the server 
and $ is meaning the hidden 
location.



File Explorer to 
install Certificate 
of Authentication.
• Because our computer is 
now not connected to the 
Domain, we will need to add 
the credentials for the Domain 
Administrator.

• ‘acme\administrator’.



Installing the Certificate of Authentication. 



Installing the 
Certificate of 
Authentication.
• On the hidden sever location 
we can see our created 
certificate. 

• We need to right click onto 
this and select ‘Install 
Certificate’.



Installing the 
Certificate of 
Authentication.
• At the ‘Certificate Import 
Wizard’ welcome screen, we 
need to be installing the 
certificate onto the local 
computer. 

• To do this we need to select 
‘Local Machine’ then press 
‘Next’.



Installing the 
Certificate of 
Authentication.
• We now need to select 
‘Trusted Root Certification 
Authorities’ and then press 
‘OK’.



Testing Work 
Folders outside of 
the Domain.
• In File Explorer we now need 
to type into the search box 
‘workfolders’ just like before.



Testing Work Folders 
outside of the Domain.

• We now need to press ‘Set up 
Work Folders’.



Testing Work Folders 
outside of the Domain.

We now will be entering Rodney 
Duck’s work’s email address.

In the ‘Work email address:’ we 
enter ‘rduck@acme.local’.

If we had not installed the 
Certificate of Authentication prior 
to this stage, we would receive an 
error informing us we need to enter 
a valid email address from the 
Domain.



Testing Work Folders 
outside of the Domain.

• After entering the email address 
for Rodney, we are then asked to 
enter his login credentials for Work 
Folders.



Testing Work 
Folders outside of 
the Domain.
• We now need to press ‘Next’



Testing Work 
Folders outside of 
the Domain.
• Here we now nee to tick the 
box relating to ‘I accept these 
polices on my PC’.

• Once selected, we now need 
to click ‘Set up Work Folders’ 
button.



For this last test we will be creating 
a test document for Rodney Duck. 
Once we have this done, we will be 
looking for Rodney’s folder on the 
Member Server to complete the 
final Head of Cyber Security work 
task.



Testing Work Folders 
outside of the Domain.

• We now need to right click on 
‘Work Folders’ then select ‘New’ 
followed by ‘Text Document’.



Testing Work Folders 
outside of the Domain.

• For the Document I called it 
‘Jwatts – from non domain’.

• This was just to have proof that I 
had completed this stage of the 
task.



Member Server



Testing Work Folders 
outside of the 
Domain.

• Back at the Member Server, we load up ‘File Explorer’ 
then select the ‘C’ drive and then ‘workfolders’.

• We can now see Rodney Duck’s folder has been saved 
onto the Member Server when the Windows 10 computer 
had been removed from the Domain.



End of final Work Task for 
Head of Cyber Security.
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