| used Labiteers as
the Virtual
Machine Platform.




This task directly follows, after
completing the Level 5 — Cyber
Security Engineer Workplace
Task — Certify the Webserver.
Both tasks had to be
completed in one attempt one
after the other.







Credentials we
will be using
during the task.

ACME\Administrator@acme.local
Administrator@acme.local
rduck@acme.local

Passwords for all of the above were
the same for this exercise: PasswOrd!



mailto:Administrator@acme.local
mailto:rduck@acme.local

Configure Work Folders

Head of Cyber Security Job Notes _




Scenario



Mobile access- With an increasing
number of employees needing mobile
access to the network, it has been
decided that ‘Work Folders’ should be
Implemented and made available to
Domain and Non-Domain clients.







This will allow users to
access the Work
Folders when working
away from the office on
any device that has
been given access by
installing a certificate
for authentication on
the device.



{,_;,/*-’" WOr_“ ~olaer rc 1€
to the Member Server.







% Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help
OO nupr B - g

e, Server Manager

Server Manager * Dashboard ’

I8 Dashboard WELCOME TO SERVER MANAGER

. T Add Roles and
® File and Storage Services - — Featu reS

* After logging into our

- 4 Create a server gro Members Server with our log in
, credentials, we need to select
L ‘Add roles and features’ from

the main server dashboard.

ROLES AND SERVER GROUPS

= File and Storage -

: 1 B Local Server 1 ii All Servers
Services
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Status: Running



nber on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

D@0 unp | L

Server Manager * Dashboard

WELCOME TO SERVER MANAGER
ocal Server — Ad d R l d
Il Servers e, Add Roles and Features Wizard - (] X O e S a n

ile and Storage Ser| °
Features Wizard.
gefore You Begin This wizard helps you install roles, role services, or features. You determine which roles, role service:, or

S features to install based on the computing needs of your organization, such as sharing documents, or [} Th iS n OW loa d S u p th e ‘Ad d

pe hosting a website

L To remove roles, role services, or features RO les a n d Featu reS Wiza rd ,.

Feature

Before you continue, verify that the following tasks have been completed: ¢ At th e ‘ BefO re yO u Begi n’
* The Administrator account has a strong password SeCti on we ju St N eed to se l.eCt

* Network settings, such as static IP addresses, are configured
* The most current secunity updates from Windows Update are installed ¢ N ext’
L]

If you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again.

To continue, click Next

Skip this page by default

Next > Cancel

Running




Y& Member on VM-APP-LABITEER - Virtual Machine Connection

" File Action Media View Help

@O npr» B - g

Server Manager * Dashboard Add ROleS a nd
e WELCOME TO SERVER MANAGER Fe at ures

Local Server | —

All Servers ff. Add Roles and Features Wizard

5 -

File and Storage Ser

m
pe

Raf = Select the installation type. You can install roles and features on a running pl ) ’ * At th e ‘ I nSta llatio n Type,

SIS 1N S machine, or ;n an ;ffh:»e vlr‘\;alnhard ;vsk ;".v’l'-i“l N - SeCti O n 9 We aga i n jU St Wa nt th e

Gl S e B ek s SR S default configuration. To do this
T we just press ‘Next’ to confirm
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtua t h iS O pti O n .

or session-based desktop deployment,

{ < Previous Next >

Status: Running




vMember on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

D@0 npep BoO ey

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

gt — |
| All Servers fea Add Roles and Features Wizard - 0

 File and Storage Ser|

Before You Bea Select a server or a virtual hard disk on which to install roles and features
nstallation Type ®) Select a server from the server pool
Select a virtual hard disk
Server Roles Server Pool
T Filter:
Member. ACME.LOCAL 192.168.0.2 Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Se
and that have been added by using the Add Servers command in Server Manager. Offline servers 2
newly-added servers from which data collection is still incomplete are not shown

< Previous Next >

15: Running

Add Roles
and
Features

This now takes us to the*
Server Selection’ part of
the wizard. Again, we
just select ‘Next’.



% Member on VM-APP-LABITEER - Virtual Machine Connection

'ﬁle Action Media View Help

OO0 up B o

=

Server Manager * Dashboard ’

WELCOME TO SERVER MANAGER

i Dashboard

B Local Server

BE All Servers

e
fiz. Add Roles and Features Wizard

#§ File and Storage Ser|

Low I o B o B <

,
d
.“\‘-
Sery ce
-T‘ . ‘—e,-o
' Tara ._
| Target rage
Saryer fnr ‘;
ork Folder
VIOYe JhT YL oned
H dian Service

Status: Running

< Previous | |

1 the selected server

ol

Description

File and 1DLO1 Services dorowgce

technoiogies that heip yo

file servers and stor

space utiization, re

files to branch offices, inove ¢

Cancel

Add Roles and
Features

* Now in the ‘Server Roles’ section
we need to select the drop-down
menu option next to ‘File and Storage
Services’. We now need to select the
drop-down menu by ‘File and iSCSI
Services’.

* Here we need to scroll down and
look for ‘Work Folders’ and then click
onto the box next to this.



¥4 Member on VM-APP-LABITEER - Virtual Machine Connection

" File Action Media View

@O0 up B

Help

i

=

Server Manager * Dashboard ’

WELCOME TO SERVER MANAGER

i Dashboard

[—3 -
B# Local Server
=3 =

BE All Servers =

W§ File and Storage Ser

| Add Roles and Features Wizard

Add features that are required for Work Folder

You cannot install Work Folders unless the following role services or
features are also installed
Server Roles
4 File and Storage Services
4 File and iISCSI Services
File Server
S Hostable Web Core
/| Include management tools (if applicable)
Add Features Cancel

Add Roles and

o Features

* This then takes us to the ‘Work
Folders’ add feature. Here you can
see it will also install the ‘IIS

s e i e Hostable Web Core’. We need this to

be installed to make Work Folders
available to Domain and Non-
Domain clients.

* We justclick on the ‘Add Features’
tab to progress through the wizard.

Cancel

Status: Running



% Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help

@O up BO 94

-
[

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER
Ao 0y e Add Roles and
fiz Add Roles and Features Wizard = Cl >

Features

e Back at the ‘Server Roles’ we
now see ‘Work Folders’ has a

1 a variety of

ncluding \-l a": tiCk in the bOX.

YO

WR File and Storage Ser

elect one or more roles to install on the sslected server.

D Coarsa
)HLF Server

(e llw)

NS Server
ax Server

H| File and Storage Services (1 of 12 installed)

1
™

e » Now we need to press ‘Next’
ranchCache for Network Files .
Dute Deikphition to go to the ‘Features’ section

DES Repkcuton of the Wizard.
File Server Resource Manager

File Server VSS Agent Service

iSCSI Target Server

iSCSI Target Storage Provider (VDS and VS¢

Server for NFS

7o Foice
Storage Services (Installed
r

rage S
Juargian Service

< Previous Next > Cancel

Status: Running




% Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help

D@0 up HO By

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

B Local Server | [ —

ii All Servers fi Add Roles and Features Wizard

W§ File and Storage Ser|

Refare You Baain Select one or more features to install on the selected server
nstallation Type Features Description
Server Selection r NET Fram

IR NET Framework 3.5 Features ET Frar
Server Roles [m] NET Framework 4.7 Features (2 of 7 installed) Satogiedat
Faatires ] Background Intelligent Transfer Service (BITS)

| BitLocker Drive Encryption

Confirmation [] BitLocker Network Unlock “

| BranchCache
| Client for NFS
| Containers

| Data Center Br dging
| Direct Play
| Enhanced Storage
| Failover Clustering
| Group Policy Management
Host Guardian Hyper-V Support
] vo Quality of Service
[] 1S Hostable Web Core
[] Internet Printing Client
[_] IP Address Management (IPAM) Server
| ISNS Server service

< Previous Next >

status: Running

Add Roles
and
Features

At the ‘Features’ section
we are only needing to
press ‘Next’.



8 Member on VM-APP-LABITEER - Virtual Machine Connection

ile  Action Media View Help

D@0 up | e o

Server Manager * Dashboard

®% Dashboard WELCOME TO SERVER MANAGER
Ay s Add Roles and
[N X

ii All Servers [z Add Roles and Features Wizard -
Wy File and Storage Ser|
“onfirm installation selections NMambe:ACUELOCAL Fe atu 'eS
Ratrre Vi Reokn To install the following roles, role services, or features on selected server, click Instal .
* This now takes us to the
nstaiiatior pe Restart the destination server automatically if required
¢ . . 9 .
Server Selection Optional features (such as administration tools) might be displayed on this page because they have Conflrmatlon SeCtlon.
been selected automatically. If you do not want to install these optional features, click Previcus to ¢

their check boxes

« Here we can look over and
File and Storage Services .
o oo make sure we are happy with
our selection.

File Server

Work Folders

IIS Hostable Web Core

 Once we are happy, we press
‘Install’.

| < Previous Install Cancel

atus: Running



¥ Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help

@O np» B L™

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

I Local Server | —
fiE Al Servers fi., Add Roles and Features Wizard

View installation progress O e S
o Starting installation
File and Storage Services
File and iSCSI Services
Work Folders
IIS Hostable Web Core

This now starts the
installation process.

WR File and Storage Ser

You can close this wizard without interrupting running tasks. View task progres
(1 page again by clicking Notifications in the command bar, and then Task Deta

configuration settings

status: Running




ron VM-APP-LABITEER - Virtual Machine Connection

on Media View Help

@0 upr B LI

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i |

ervers fi Add Roles and Features Wizard _ O

ind Storage Ser|

View installation progress

o Feature installation

File and Storage Services
File and iSCSI Services

Work Folders
IIS Hostable Web Core

You can close this wizard without interrupting running tasks. View task progress or open t
(1 page again by clicking Notifications in the command bar, and then Task Details

Xport o gQuranon setiings

Add Roles
and
Features

Once installed click on
the ‘Close’ button.









Y= Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help

OO u» B n g

fiu Server Manager

Server Manager * Dashboard ’

% Dashboard WELCOME TO SERVER MANAGER

B Local Server

Setting up Work
Folders.

* Now that the Work Folder
=t | Create a server groy role has been installed onto the
Member Server, we now need
to create and setup a Work
Folder on the ‘C’ Drive.

B8 All Servers

W§ File and Storage Services P

LEARN MORE

ROLES AND SERVER GROUPS

* To do this we first need to

the bottom of the screen.

O Manageability @ Manageability t Manageability
Events Events Events

n Services Il Services Il Services
Performance Performance Performance
BPA results BPA results BPA results

Status: Running




%8 Member on VM-APP-LABITEER - Virtual Machine Connection

' File Action Media View Help

D@0 np O 9g
I—
Ir_
Server Manager * Dashboard '
= = | This PC
# LlocalServer € v T 3> ThisPC >
B# Al Servers - Folders (7)
ii File and Storac - A QK aOoess .
: B Deskiop 3D Objects Desktop ' Documr
¥ Downloads - -
= Documents Downloads Music PictL
»= Pictures ) -
I S This PC I g Videos
@ Network o=t
Devices and drives (3)
m Floppy Disk Drive (A:) - Local Disk (C) DV
x - =
~ - 115 GB free of 126 GB b
10 items
BPA resuits BPA results BPA results

Setting up Work
Folders.

* In‘File Explorer’ we need to
look for ‘This PC’ and click on
this. Now we need to double
click on the ‘Local Disk (C:)’
drive.

Status: Running




ber on VM-APP-LABITEER - Virtual Machine Connection

ction Media View Help

" @ nw» s i 3

Server Manager * Dashboard

Manage Local Disk (C:)

« T

cal Server

Servers

# Quick access

@ Desktop

e and Storac

¥ Downloads
& Documents

= Pictures
S This PC

@ Network

6 items

view Drive Tools

&. > ThisPC > Local Disk (C:)

inetpub

Perflogs

Program Files
Program Files (x86)
Users

Windows

View
Sort by
Group by
Refresh

Give access to

New

Properties

BPA results

Folder

# Shortcut

Bitmap image

j Contact

“ Rich Text Document
z Text Document

Compressed (zipped) Folder

Setting up Work
Folders.

* Here we need to use the right
mouse button then select
‘New’ followed by ‘Folder’.

unning



nber on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

= @ uep " 5

Server Manager * Dashboard

— = | Local Disk (C:)

& > ThisPC > Local Disk (C) | » , ) ) Setting up Work

Il Servers Name Date modified ype sSize

» Quick access

B Desktop ) inetpub 02f A e folde
PerfLogs 11/5/2022 11:20 A File folde °

& Downloads
Program Files

le and Storac

= Documents s ; )
Program Files (x86) g 01 06 AM e folde

= Pcwes A e 2/8/2024 152AM  Fle folge * We now name the new folder

& This PC Windows 16/20 8 A

‘workfolders’.

workfolders 8/16/20286

& Network

7 items 1 item selected

results

>
m

BPA results BPA results BP.




- %% Member on VM-APP-LABITEER - Virtual Machine Connection
File Action Media View Help

n e LW

@0

Server Manager * Dashboard

¥ | Local Disk (C)

Dashboard “ Home Share View

| —
[EH
i Local Server . > ThisPC > Local Disk (C:)
B& All Servers Name
- » Quick access
W§ File and Storac - inetpub
B Desktop
PerfLogs

¥ Downloads
Program Files

8 Documents Program Files (x86)
» Pictures Users
% This PC Windows

workfolders

@ Network

7 items 1 item selected

Setting up Work
Folders.

* Once we have created our
new ‘workfolders’ we now need
to click the right mouse button
and select ‘Properties’.

Open
Open in new window

Pin to Quick access

Give access to >

Restore previous versions

Include in library >
Pin to Start

Send to >
Cut

Copy

Create shortcut

BPA results

Delete
Rename
Properties BPA results

Status: Running



ber on VM-APP-LABITEER - Virtual Machine Connection

\ction Media View Help

D@0 np B o g

Server Manager * Dashboard

ycal Server < v 1 &. > ThisPC > Local Disk (C) tt . W k
| Se"'vels Hame | ate modaimed Type oize S e I n g u IJ O r

vame

# Quick access

e and Storag i D/16/2026 10-28 File fold
1 =8 Desktop i D FOlderS
Perflogs | 1120 A o folde
¥ Downloads 3 °
Program Files workfolders Properties X
= Documents B : :
rogram Files (x86)
B Pictures Usars General  Sharing Previous Versions  Customize ° I N t h e ‘WO rkfo ld ers
% This PC Windows - = o )
workfolders i Properties’ we need to select
& Network ¢ o )
Type File folder the SeCU rlty ta b.
Location C
Size 0 bytes
Size on disk: 0 bytes
Contains: 0 Files, 0 Folders
Created Today, August 16, 2026, 3 minutes ago
Aftrbutes [W] Read-only (Only applies to files in folder)
[] Hidden Advanced
7 items 1 item selected
BPA results




lember on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

@0 np B -

Server Manager * Dashboard

Fil Home
Dashboard == il
Local Server o v T 8

All Servers
- - » Quick access
File and Storac
B Desktop
¥ Downloads
= Documents

= Pictures
| This PC

& Network

7items 1 item selected

» Local Disk (C:)

inetpub
PerfLogs

Program Files

Program Files (x86)

Users
Windows

workfolders

BPA results

General Sharnng

workfolders Properties

Object name:  C:\workfolders
Group or user names
S8 CREATOR OWNER
82 SYSTEM
B2 Administrators (MEMBER\Administrators)
' Users (MEMBER\Users)

Seculy Previous Versions Customize

Setting up Work
Folders.

* |Inthe ‘Security’ tab we need
to look for and select ‘Users
(MEMBER\Users)’ and then
select ‘Edit’.

To change pemissions, click Edt

Edit

Permissions for Users Allow
Full control
Modify
Read & execute
List folder contents
Read
Wrte

Deny

For special permissions or advanced settings
ciick Advanced

[ 0K || Concel

Advanced

s: Running




ver on VM-APP-LABITEER - Virtual Machine Connection

ction Media View Help

@O np B U

Server Manager * Dashboard '

<ht rd File Home Share View

e b Setting up Work

Naime vale oqitiea iype siLe

d St # Quick access
> (o] ol
2 and Storac inetpub 16/20 8 A

B Desktop e FO ld e rS
PerfLogs 11/5/2022 11:20 A File folde
& Downloads * °

Program Files

= Documents
: Program Files (x86) e : . .
&= Pictures i R S SRR ICL ik ” * |nthe ‘Permissions for
& This Windows OY Securty
L s _ S%‘" o workfolders’ screen we need to
¥ Network G Object name workfolders
I select ‘Users (MEMBER\Users)
i [Semnome; and make sure that ‘Modify’is
il = allowed in the ‘Permissions for
i Users’ section below.
Add Remove
Pemissions for Users Allow Deny
Full control D D A
[Fedh e O
Read & execute B
Fof Ust folder contents ]
i . ch . Read ¥ Q v
h W BPA results

unning




er on VM-APP-LABITEER - Virtual Machine Connection

tion Media View Help

D @0 up B i

Server Manager * Dashboard

Home  Share  View
-al Server — v T %. > ThisPC > Local Disk (C:)
Servers Name

d St #* Quick access
 an o -
SHRROtad inetpub

Perflogs

B Desktop

¥ Downloads )
Program Files

Setting up Work
Folders.

* Documents
Docy Program Files (x86)
= Pictures Users Gen|
& This PC Windows Oxf
workfolders -
& Network e
i
To
Pel
Fol
ch
7 items 1 item selected
BPA results

Permissions for workfolders
Securty
Object name:  C:\workfolders

Group or user names
S8 CREATOR OWNER
S8 SYSTEM

S8 Administrators (MEMBER\Administrators)

Users (MEMBER\Users)

Add

Permissions for Users

Full control

Moddy

Read & execute
List folder contents
Read

Allow

* Once this has been selected,
we now heed to click on ‘Add’.

Remove

Oo0ooa

I

inning




n VM-APP-LABITEER - Virtual Machine Connection

Media View Help

DO nup O @y

Server Manager * Dashboard ﬂ

-
m Home Share View
J
— 7= v 1 2. > ThisPC > Local Disk (C:)

" Setting up Work

- #* Quick access
1 Storag

B8 Desktop o 8/16/2026 10:38 A..  File folde
Perflogs 1/5/: 11:20 A e folde .
¥ Downloads

Program Files

= Documents Program Files (x86)
&= Pictures Users Gen | b We now need tO Sta rt typing
W This Windows Ob ' Select Users, Computers, Service Accounts, or Groups . .
B R e —— in ‘Authenticated’. If we press
& Networ Gt | Select this object
" : A I;Jsersvf.‘rwos,oryfl;ﬂsecui)'pmoods Object T the ‘CheCk NameS’ button, We
| From e ooston are looking for ‘Authenticated
§l | |ACMELOCAL Locatic Users’
To | Enterthe names to select (examples) *
I%he«rc;ed Users] | " [ Chack Na .
e | * Select this.
e =
Full control O O Al V
Mody O
L Read § execute O
For List folder contents O
clic Read [] &
7items 1 item selected e o

BPA results

OK Cancel Apply




viember on VM-APP-LABITEER - Virtual Machine Connection

Action Media

@0

View Help
» B L N

Fil Hom Share
Dashboard 5 e el

Local Server

| All S

m

rvers

 File and Storag

View
€ v 1 &. > ThisPC > Local Disk (C:)
me
# Quick access
I Desktop T
PerfLogs

¥ Downloads

Documents
= Pictures
2 This PC

@ Network

7 items 1 item selected

Program Files
Program Files (x86)
Users

Windows

workfolders

|9

|

i tr

Select Users, Computers, Service Accounts, or Groups
Select this object type:
| Users, Groups, or Built4n securty prncipals

From this location
|ACME LOCAL

Enter the object names to select (examples)

Authenticated Users

Advanced ... II oK __|
Full control | O »
Modfy m
Read & execute O
List folder contents |
Read O &
0K Cancel Apply

Setting up Work
Folders.

* We now need to press ‘OK’.

35: Running



 VM-APP-LABITEER - Virtual Machine Connection

Media View Help
O un » B iy o

Server Manager * Dashboard

| & 1 mare o _ ‘- Setting up Work

Brs Name )ate modified fype z7e

» Quick access

Storag » inetpub 3/16/2026 10:38 A...  File folde
S L s e Folders.
v Program Files
= Documents Program Files (x86) - . .
= Pictures Users Gen Permissions for workfolders X ° BaCk at ‘Pe rmISSIOnS for
% This Windows 0 acurity
— o 1 workfolders’ we need to select
@ Networ Gl Object name: C:\workfolders o
e R ‘Authenticated Users’.
[ S8 CREATOR OWNER .
{ (Mo * We again need to make sure
To T ‘Modify’ is selected in the allow
Pe section.
Add Remove
Pemmissions for Authenticated
Users Allow Deny )
Full control ] O 4
Loty ] O
L Read & execute M O
Fo List folder contents O
) - o Read Ej O v
» T BPA results




mber on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

@O nr B LN

Server Manager * Dashboard

Mome:  Shae:  Viw
ocal Server | € v 1 &. > ThisPC > Local Disk (C) S tt' W k
etting up Wor

e and Sto # Quick access
embadsailss inetpub 8/16/2026 1038 A..  File folde

B Desktop Rass
PerfLogs 5/2022 11:20 A e folde o
¥ Downloads '

Program Files

= Documents oo
Program Files (x86)
B Pictures s Genl Permissions for workfolders X ° O nce ¢ M 0 d ify’ h as bee N
= This PC Windows O  Security ¢ ¢
worklolders ) selected, we now press ‘OK’.
& Network Gt Object name: C:\workfolders

Group or user names
B2 CREATOR OWNER
il §& SYSTEM
82 Administrators (MEMBER\Administrators)

CR chertcated Usen |

82 Users (MEMBER\Users)

2 N 5

Pe
‘ Add Remove
‘ Permissions for Authenticated
| Users Allow Deny
‘ Full control 13 (] &
‘ Modfy O
f Read & execute % O
Fol List folder contents |
che Read Ll B

7 items 1 item selected

BPA results

3
a
&
g

—
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ction Media View Help

@0 np H i

Server Manager * Dashboard

Home Share View

cal Server €= v 1 &. > ThisPC > Local Disk (C:)

S Setting up Work

= » Quick access
e and Storag

@ Desktop R ) o FO ld e rS
Perfl 11/5/2022 11:20 A e folde
& Downloads o ) e
Program Files workfolders Properties X
= Documents .
Program Files (x86)
= picures o o General Shang  Secuty  Previous Versons  Cuomize * Again, we need to press ‘OK’
& This PC Windows Object name:  C:\workfolders 5 .
e to complete this section of the
@ Network Group or user names
88 SYSTEM A task.
2 Administrators (MEMBER \Administrators
88 Users (MEMBER\Users)
v
< >
To change pemmissions, click Edit Edit_
Pemissions for Users Alow Deny
Full control ~
Modfy o
Read & execute
List folder contents
Read
Wrte v v
For special permissions or advanced settings,
click Advanced .
7items 1.item selected
BPA results
OK Cancel

unning




We now need to either restart the Member
Server, so our changes take effect, or we
can force start ‘Windows Sync Share’. The
next part of the step we will be choosing to
force start ‘Windows Sync Share’.




A‘ onfigure the Work Folder share.

Step 03:






| & Member on VM-APP-LABITEER - Virtual Machine Connection

i
File Action Media View Help
@O0 npr» W g

!—
[ Server Manager

@~  Server Manager * Dashboard

8 Dashboard WELCOME TO SERVER MANAGER

[t R o Configure Work
S Folder share.

 Back atthe Server Manager

B Local Server

& All Servers
WR File and Storage Services b

— rver grouj Dashboard we now need to
“onnec , i select ‘File and Storage
Leaa o Services’.

ROLES AND SERVER GROUPS

= File and Storage = =
s 1 Local Server 1 # All Servers
" Services . L

@ Manageability @ Manageability @ Manageability
Events Events Events

n Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

| Status: Running



3l Machine Connection

nager * File and Storage Services * Servers

-
r. ?FRVERS

All servers | 1 total

= > o G- Configure Work
Sarver e | 156 Ackmis | Wisnagaabil i it Wi Akt Folder share.

MEMBER 192.1680.2 Online - Performance counters not started 8/16/2026 10:4%:11 AM Not activated

EVENTS

All events | 1 total
Filter yol (E)w @) w

-
Server Name 1D  Severity Source Log Date and Time

MEMBER 257 Error Microsoft-Windows-Defrag Application 8/16/2026 9:37:23 AM



“hine Connection

ger * File and Storage Services * Servers » (&) | |’, Manage  Tools
Component Services
B SERVERS Computer Management
I All servers | 1 total Defragment and Optimize Drives o
= @ ®- Configure Work
5 = Event Viewer

- - iSCSI Initiator
rver Name |Pvd Address Manageability Last Update Windows Activation : O e r S a re
Local Security Policy e

MBER 192.168.02 Online - Performance counters not started 8/16/2026 10:49:11 AM Not activated Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive
Registry Editor
Resource Monitor
Services
ENTS System Configuration
svents | 1 total System Information
oo o Gl v Gl Task Scheduler
' ) Windows Defender Firewall with Adv3
rver Name |ID  Severty Source Log Date and T'Ame SO NS sy LSO
Windows PowerShell
EMBER 257 Error Microsoft-Windows-Defrag Application 8/16/2026 9:37:23 AM Windows PowerShell (x86)

Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

¥1 de ENG



\BITEER - Virtual Machine Connection

/iew Help

on  View

, (Local)

Services (Local)

Select an item to view its description.

Name Description Status Startup Type
o Windows Event Collector This service .. Manual
& Windows Event Log This service.. Running  Automatic
&4 Windows Font Cache Service  Optimizes p..  Running  Automatic
42 Windows Image Acquisition .. Provides ima.. Manual
“: Windows Insider Service Provides infr.. Disabled
S Windows Installer Adds, modifi.. Manual
% Windows License Manager S.. Provides infr.. Running  Manual (Trigg..
%4 Windows Management Instr..  Provides a c. Running  Automatic
& Windows Media Player Netw.. Shares Wind.. Manual
% Windows Mobile Hotspot Se.. Provides the.. Disabled
%1 Windows Modules Installer Enables inst.. Manual
s Windows Push Notifications.. This servicer.. Running  Automatic
£ Windows Push Notifications.. This service.. Running  Automatic
& Windows PushTolnstall Servi.. Provides infr... Disabled
“: Windows Remote Managem.. Windows Re.. Running  Automatic
&4 Windows Search Provides con.. Disabled
£ Windows Security Service Windows Se.. Manual
[.’. t Windows Sync Share The Window... Automatic l
24 Windows Time Maintains d.. Running Automatic (Tri...

\ Extended / Standard/

s Windows Update

Windows Update Medic Ser...

Enables the ..

Enables rem..

Manual (Trigg..

Manual

Loc
Ne
Loc
Loc
Loc
Loc
Loc

Loc
Ne
Loc
Loc
Loc
Loc

Loc

Loc
Loc
Loc¢
Loc
Loc

loc ¥

Configure Work
Folder share.

* |n‘Services’we now need to
scroll down until we find
‘Windows Sync Share’.

e Once we find it, we can see
that it is setup to run as
‘Automatic’. This means that
this would normally startup
after we have restarted the
Member Server.




ser on VM-APP-LABITEER - Virtual Machine Connection

ction Media View Help

D@0 up» B - g

Services

File

Action View

s 7 ez He ¢ 1B
X Services (Local) . Services (Local)
Windows Sync Share Name Description Status Startup Type Loc
&4 Windows Event Collector This service ... Manual Ne
SH Stadt the service & Windows Event Log This service.. Running  Automatic Loc
e &k Windows Font Cache Service Optimizes p.. Running  Automatic Loc
o Description: & Windows Image Acquisition ... Provides ima... Manual Loc
W The Windows Sync Share service &% Windows Insider Service Provides infr.. Disabled Loc
:’;ﬁ)ljsfﬁziz:‘i?mes T Eync fhes S WIindows | s g~ =difi... Manual Loc
&4 Windows Li‘ infr. Running  Manual (Trigg.. Loc
S8 Windows Me top ac Running Automatic Loc
S Windows Me find.. Manual Ne
&k Windows Mc y the.. Disabled Loc
& Windows Mc nst.. Manual Loc
S8 Windows Pu icer.. Running Automatic Loc
£ Windows Pu All Tasks ice.. Running  Automatic Loc
& Windows Pu infr.. Disabled Loc
Refresh
&k Windows Re iRe.. Running Automatic Ne
Sh Windows Sei Properties con.. Disabled Loc
S8 Windows Sex i Se.. Manual Loc
=Y Windows 5, M ow.. F— o
%6 Windows Time Maintains d.. Running  Automatic (Tri.. Loc
S Windows Update Enables the . Manual (Trigg.. Loc
&% Windows Update Medic Ser..  Enables rem. Manual Loc ¥

Extended A Standard /

<

>

Configure Work
Folder share.

* After finding ‘Windows Sync
Share’ we need to right click
the mouse button and then
select ‘Start’.

unning




=mber on VM-APP-LABITEER - Virtual Machine Connection

Action

Media View

D@0 unp» B

SH

W

Services

File Action View

Services (Local)

Help

B »eunwp

Services (Local)
Windows Sync Share

p the service
Restart the service

Description:

The Windows Sync Share service
enables client devices to sync files
from a file server

Extended / Standard /

Name
& Windows Event Collector
& Windows Event Log

 Windows Font Cache Service

L& Windows Insider Service

&k Windows Installer

, Windows Modules Installer

L Windows Search

gl £ e

& Windows Image Acquisition .

& Windows License Manager S..
k. Windows Management Instr..
&k Windows Media Player Netw..
&k Windows Mobile Hotspot Se..

& Windows Push Notifications..
«: Windows Push Notifications..
& Windows PushTolnstall Servi...

: Windows Remote Managem..

Description
This service ..
This service ..
Optimizes p..
Provides ima..
Provides infr..
Adds, modifi..
Provides infr..
Provides a c..
Shares Wind..
Provides the..
Enables inst..
This service r..
This service ..
Provides infr..
Windows Re..

Provides con..

Status

Running

Running

Running

Running

Running

Running

Running

Startup Type Loc

Manual Ne
Automatic Loc
Automatic Loc
Manual Loc
Disabled Loc
Manual Loc

Manual (Trigg.. Loc

Automatic Loc
Manual Ne
Disabled Loc
Manual Loc
Automatic Loc
Automatic Loc
Disabled Loc
Automatic Ne
Disabled Loc
ad |

L -

The Window..

Al "

Running

Automatic

o =

S& Windows Update
& Windows Update Medic Ser...

Enables the ..
Enables rem..

Manual (Trigg.. Loc
Manual

Configure Work
Folder share.

* \WWe can now see ‘Windows
Sync Share’ is now running.

* We now need to click onto
the ‘’x’ to close the ‘Services’
tab.

: Running
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Action Media View Help
@0 np B iy o

rver Manager

b ¥ Server Manager * File and Storage Services * Servers ’

o pipeeiti :
) o o Configure Work

Disks
n Storage Pools erver Name  [Pvd Address Manageability ast Update Windows Activatic

i MEMBER 19216802  Online - Performance counters not started 8/16/2026 10:53:12 AM Not activated - FO ld e r S h a re =

1ISCS|

Work Folders

* We now need to go and
select ‘Work Folders’.

EVENTS

MEMBER 257 Error Microsoft-Windows-Defrag Application 8/16/2026 9:37:23 AM

s: Running




Configure Work
Folder share.

* Next, we need to select‘To
create a sync share for Work

Folders, start the New Sync Share
Wizard’.

* File and Storage Services * Work Folders

‘ WORK FOLDERS

USERS
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File Action Media View Help

D@0 npr» B - g

Server Manager * File and Storage Services * Work Folders

-ﬂ WORK FOLDERS

o T Brcnssenioe— Configure Work
| oo beai Folder share.

Work Folders Before you can create a sync share, you must allocate storage for user files on a volume .
= - formatted with NTFS. You can also optionally create security groups to control who can a:cess O H e re We n eed tO J u St p reSS
Work Folders.
1 )
Next’.

For additional details or to enable users to connect across the Internet, see the Work Folclers
deployment content on the Windows Server Technical Library site

To continue, click Next

| Don't show this page again

‘ Next > Cancel

Status: Running




3 Member on VM-APP-LABITEER - Virtual Machine Connection

ile Action Media View Help

@O n»

=) L W

Server Manager * File and Storage Services * Work Folders

-E WORK FOLDERS

H Servers
i Volumes
i Disks
m Storage Poo
Shares
iSCSI

Work Folders

fiz New Sync Share Wizard

Server and Path

Server:

Server Name

Member

Status

Online

Cluster Role

Not Clustered

Owner Node

i ] Only servers and clustered file server instances that have Work Folders installed are shown

Location:

® Enter a local path

< Previous

| Browse... |

Cancel J

Configure Work
Folder share.

e Atthe ‘Server Path’ section
we need to select ‘Browse’.

atus: Running
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File Action Media View Help

OO upr ' g

-m WORK FOLDERS

Servers

y o= Configure Work

H Disks =
m Storage Poo ffe Select Folder ] t X l h E l e
Shares O e r S r °
New Folder Delete
iSCSI

4 (N Member, ACME LOCAL
pa * We now need to open up the

inetpub . .
g drop-down sections until we

Program Files

Program Files (x86) find ‘WorkalderS, and then
press ‘Select Folder’.

aninAdawe

Folder: Ciworkfolders

Select Folder | | Cancel |

< Previous . Cancel \

Status: Running




. ¥ Member on VM-APP-LABITEER - Virtual Machine Connection

| File Action Media View Help

D@0 upr | H iy o

-m WORK FOLDERS
Servers e tot

Configure Work

Disks fi New Sync Share Wizard = O X

Storage Poo|

Folder share.
iISCSI
T e Custerfle Owner ode * Here you can see the local
Jeer Folder Structure Member Online Not Clustered path nOW |S ShOWlng OUI’
A workfolders location.
‘C:\\workfolders’.
© Only servers and clustered file server instances that have Work Folders installed are shcwn

* We now press ‘Next’.

® Enter a local path

k \workfolders | Browse..

< Previous Next > Cancel

Status: Running
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Action Media View Help

@O0 np s 4

-E WORK FOLDERS

Servers

~ : Configure Work

Disks fez New Sync Share Wizard — O X

O s oo i T Folder share.

iISCSI

Before You Begin i-":ose a folder-naming format based on whether you have to maintain user folder compatibility ° At the ¢ User FOI.der Stru CtU re’

r want to support igent cal aliases across domains

section, we need to make sure we
_ oz have selected ‘User alias@domain’.

User alias
Maintains compatibility with existing user folders that use aliases for their names

B ariiciiiomes, * If we remember back at the ‘Cyber
Eliminates conflicts between identical user aliases in different domains Secu rlty Englneer task’ we had to

S e T T TR n want make sure that users including the

i g e e S acme\administrator was setup with

this. It allows access to users in this

Domain.

B Sync only the following subfolder

e We now select ‘Next’.

< Previous Next > . Cancel

: Running
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A\ction Media View Help

D@0 npr B L

¥ Server Manager * File and Storage Services * Work Folders ’

-m WORK FOLDERS

Servers
Volumes

Disks fiz: New Sync Share Wizard

I Storage Poo

C 1
Shares Enter the sync share name

iSCSI

Work Folders Before You Begir

Sync Share Name

Name

Description:

workfolders

< Previous

Next »

Cancel

Configure Work
Folder share.

e Atthe ‘Sync Share Name’ we
need to make sure workfolders
is showing in the ‘Name’
section.

* Once we can confirm this, we
need to press ‘Next’.

unning
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File Action Media View Help

OO up PO Wy

-ﬂ WORK FOLDERS

[ H Servers

W °

e | o Configure Work
ii Disks fie, New Sync Share Wizard - O X

| Folder share.

iISCSI

Domain Prucipe * This now takes us to the
‘Sync Access’ section. Here we

need to press ‘Add’.

| Add..

| Disable inherited permissions and grant users exclusive access to their files

< Previous t Cancel

Status: Running
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e Action Media View Help

OO nw B b

E WORK FOLDERS

- Servers -
[ ——— Configure Work
I Storage Poo| | Select User or Grou X Ly
I Folder share.
iSCSI User or Group Object Types
e Do — | Descrption * We need to start typing in
Ertertv chiac nems s et ‘domain’ and then press ‘Check

domain| I Check Names N am eS’.

Advanced 0K Cancel

Add...

| Disable inherited permissions and grant users exclusive access to their files

< Previous ¢ Cancel

us: Running
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File Action Media View Help

@O0 nup iy §

-ﬂ WORK FOLDERS

Servers

e Configure Work
Folder share.

e We need to select ‘Domain

Shares Multiple Names Found X

iSCSI
Work Folders

More than one object matches the following object name: "domain”. Select an
object from this list or, to reenter the name, click Cancel

/| Disable inherited permissions and grant users exclusiv

< Previous

Cancel

Matching names
U ’
Name Logon Name (pr E-Mail Address Description In Folder S e rS .
B_)‘, Domain Admns  Domain Admins Designated admi ACME LOCAL/U
f.P)Domam Comp... Domain Computers All workstations ACME LOCAL/U
5_’, Domain Contr... Domain Controllers All domain contro... ACME.LOCAL/U
aain G G All domain guests ACME LOCAL/L..
¥ Domain Users  Domain Users All domain users ACME LOCAL/U
Cancel
Add..

Status: Running
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File Action Media View Help

" @ m e B ™ o

-E WORK FOLDERS
H Servers share tota
Volumes

Disks =

Storage Poo

Shares Multiple Names Found
iISCSI
More than one object matches the following object name: "domain™. Select an
Work Folders object from this list or. to reenter the name. click Cancel
Matching names:
Name Logon Name (pr E-Mai Address Description
%Doman Admins Domain Admins Designated admi

Eg Domain Comp Domain Computers
&%, Domain Contr . Domain Controllers
5?) Domain Guests Domain Guests

- ADomain Users  Domain Users

| Add..

[¥] Disable inherited permissions and grant users exclusive access to their files

Al workstations
Al domain contro
Al domain guests

In Folder

ACME LOCAL/Y
ACME LOCAL/Y
ACME LOCAL/Y
ACME.LOCAL/U

Al domain users ACME LOCAL/U.

=]

< Previous

Configure Work
Folder share.

* Once we have selected
Domain Users, we need to then
press ‘OK’.

Status: Running
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Action Media View Help

OO np PO By

Server Manager * File and Storage Services * Work Folders

-m WORK FOLDERS
sServers \ . berba
Configure Work
Disks M g
u Storage Poo | Select User or Group

Shares

e Folder share.
iSCSI [User or Group | Object Types.
Work Folders From this location

Descrniption
Entire Directory |

4 b
s * Now we press ‘OK’.

Enter the object name to select (examples)

\Domain Users Check Names
Advanced... OK Cancsl

Add...

[v] Disable inherited permissions and grant users exclusive access to their files

< Previous Cancel

: Running
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' File Action Media View Help

OO0 up B o

-E WORK FOLDERS
Servers A ha tota

S———— Configure Work

Disks

Storage Poo

Folder share.

iSCSI

Do iecl * Back at ‘Sync Access’ we can

SETVEr ano Fel ACME Domain Users All domain users

see Domain Users being

shown. We now just press
PC Security Policies ‘Next’.

Add...

/| Disable inherited permissions and grant users exclusive access to their files

| <Previous | | Next> t Cancel

Status: Running
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File Action Media View Help

D@0 up B O By

-ﬂ WORK FOLDERS

E Servers
i Volumes
ii Disks s New Sync Share Wizard O
m Storage Poo|
Shares Decitv securityv
iISCSI
Before You Begin | Encrypt Work Folders

| Automatically lock screen, and require a password

PC Security Policies

i B apply secunty policies to other devices, use a mobile device management solution.

< Drewou{ Next >

Status: Running

Cancel

Configure Work
Folder share.

e Atthe ‘PC Security Polices’
we just need to confirm the
default settings by pressing
‘Next’.

* *|f we are wanting to encrypt
the Work Folders, we need to
make sure this is ticked on this
page. For this task however it is
not required.

N
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File Action Media View Help

@0 unup | P L

"E WORK FOLDERS

Servers

e Configure Work

Disks f: New Sync Share Wizard

Storage Poo

Folder share.

iISCSI
K E Before You Beois Confirm that the following are the correct settings, and then click Create 2 e
- : « Atthe ‘Confirmation’ screen

SYNC SHARE LOCATION

iipiais Member ACMELOCAL we press ‘Next’.

Share Name 4o . Not Clustered
e C:A\workfolders
PC Security Policies SYNC SHARE PROPERTIES

Confirmation lame workfolders

ACME\Domain Users
Yes

User alias@domain

PC SECURITY POLICIES

< Previous Create Cancel

Status: Running
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Media View Help
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Server Manager * File and Storage Services * Work Folders

-ﬂ WORK FOLDERS

/ers

.J::S fia New Sync Share Wizard - = O X C O nflgu re WO rk
orage Poo
- | View result Folder share.
2 | el
m ne sync share was successiully createa ° We preSS ‘Close’ Once We
Task Progress Status
Create sync share g_ Completed Can See SynC Share WaS
Refresh Server Manager I (ompleted Successfully Created-
Ciose | “‘




Next, we need to test the Werk Folders
within Windows 10.



ork Folders within the Domain.

Step 04:






indows 10 on VM-APP-LABITEER - Virtual Machine Connection

Logging into
ACME\Administrator .
: Windows 10
EEEE
First, we need to log into Windows
e ACME\Administra...

10 using the ‘ACME\Administrator’
Q Rodney Duck Credentials.

Q Other user

s: Running




L Type here to search

Status: Running ‘

Test Work Folders within
the Domain.

* Totest the work folders within
the Domain, we will firstly need to
load up ‘File Explorer’.

* Todo this click on the ‘File
Explorer’icon at the bottom of the
screen, in the task bar section.

#= Breaking news




=  File Explorer

Home Share View

T I # workfolders
1

Test Work Folders within
7 Quick access VHEREEToKem (D th e DO m a i n .

B Desktop Desktop Downloads

This PC This PC
¥ Downloads - 2 ‘ p

| Documents

B Pictures ~ Recent files (0) * When ‘File Explorer’ loads up we
i now need to type in ‘workfolders’ in
is PC After you've opened some files, we'll show

@ Netwoik the top search bar.

4 items

L Type here to search

#= Breaking news




3 @ Work Folders

1 @ > Control Panel » System and Security » Work Folders TeSt WO rk Folders Within
Control Panel Home Manage Work Folders the Domain.

Set up Work Folders Use Work Folders to make your work files available on all devices you use, even whet

@ Setue VorkFolder * We now need to select‘ Set up
Work Folders’.

Stc‘ aisd

Work Folders on devices

11:13

N Breaki /S i ENG
#= Breaking news - G 1670872026




ER - Virtual Machine Connection

elp

G

=

o - Test Work Folders
* 1 @ * Control Panel > System and Security > Work Folders > Enter work email v | © | | Search Control P Within the Domain .

Enter your work email address

Work Folders uses your email address to retrieve settings from your organization.

Work email address: i FOf OUI’ fil’St teSt We Wil.l. add
TSRS ‘administrator@acme.local’
account as the work email
address.

Enter a Work Folders URL instead

* Oncethisisdone, we can
press ‘OK’ or just press the
‘Enter’ key on our keyboard.

Next Cancel

s Raja Sen, National A...
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\ction Media View Help

D@0 np» B -y

@ Confirm Work Folders location Te St WO r k FO l-d e rS
€ “ 1 @ > Control Panel * System and Security * Work Folders » Confirm Work Folders location Wit h i n th e
Introducing Work Folders D O m a i n .

Work Folders will appear in the navigation pane in File Explorer and when opening or saving files,

Normally the files you save in Work Folders are stored on your PC with the files and settings for you

account, but you can choose a different location below. This setting cannot be changed later, L] Here we need to Just accept
the default settings. We do this
by clicking on the ‘Next’ button.

Work Folders location:
C\Users\Administrator\Work Folders
Change...
Enable on-demand file access on this PC (recommended)

You can save storage space on your PC by enabling on-demand file access. When enabled, you cont
which files are available offline. The rest of your files are always visible and don't take up ary space ¢
your PC, but you need an Internet connection to access them.

L Type here to search t e b ) #F Raja Sen, National A...

unning




s 10 on VM-APP-LABITEER - Virtual Machine Connection

on  Media View Help

@O npr O g

_— Test Work Folders

# Accept security policies

[ ] [ ]
” - 4 @ > Control Panel > Systemand Security > Work Folders > Accept security policies Wlth I n the
[
Security policies D O I I l a I n °

To help protect your work files, your organization can make the following changes to your PC atf any tim:

+ Encrypt Work Folders * Here we now nee to tick the

+ Require a password to sign in to your PC, and automatically lock your screen bOX relatlng tO ‘I accept theSe

« Erase all files in Work Folders, for example if you lose this PC pouces On my PC,.

Additionally, files stored in Work Folders are subject to your organization’s data policies. ° Once Selected, we how need
to click ‘Set up Work Folders’

[A1 accept these policies on my PC

button.

GSet up Work Folders Cancel

) Type here to search =i Y “, 23°C Partly cloudy

ning
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on Media View Help

@O0 nnw» BH By

i @ Setup finished Te St WO r k FO l.d e rS
« * 1 @ » Control Panel » System and Security » Work Folders » Setup finished Wit h i n th e
Work Folders has started syncing with this PC D O m a i n .

Work Folders is syncing your files in the background.

Any files that you store in Work Folders will be uploaded to your organization. You can then use them

other PCs and devices on which you've set up Work Folders. * Here we need to just accept
the default settings. We do this

by clicking on the ‘Close’

button.

D Type here to search , . =1 ' #= Breaking news

Ining



< | Work Folders

Home Share View

N w T Test Work Folders within
Name Status Date modified the Domain.

= Desktop This folder is el
¥ Downloads

 Documents  We now need to select our ‘Work
=] Pictures Folders’ by right clicking the mouse
@ Work Folders button.

| This PC

s Quick access

WP Network

0items Syncstatus: Last synced: 16/08/2026 11:16

L Type here to search

#= Breaking news

T P



s M = | Work Folders
Home Share View
1 @ > WorkFolders
Name

# Quick access

I Desktop

¥ Downloads

| Documents

le= Pictures

@ Work Folders

& This PC

W Network

View
Sort by
Group by
Refresh

Customize this folder...

Paste
Paste shortcut

Give access 1o

Sync now

New

Properties

Ditems Sync status: Last synced: 16/08/2026 11:16

L Type here to search

Date modified

This folder is em

Folder
| Shortcut
¥ Bitmap image
= _Rich Text Document

- Text Document I

t fompressed (zipped) Folder

Test Work Folders within
the Domain.

* Once we have clicked the right
mouse button we need to select
‘New’ then select ‘Text Document’.

* We are using this document to
prove the Work Folders is working
correctly in the Domain, and that
our document can be found on the
Member Server.

o= Raja Sen, National A...




s Work Folders

Hame Share View

Test Work Folders within
the Domain.

1 @ » WorkFolders

Name Status Date modified

# Quick access o
B Desktop | IWatts test < 16/08/2026 11:19

& Downloads .
= * Forthe test document | named it
&= Pictures ‘JWatts test’.

@ Work Folders * Next, we will be going back to the

Member Server to confirm we can
& Network view this document.

% This PC

Titem 1itemselected Obytes Syncpending Sync status: Last synced: 16/08/2026 11:19

L Type here to search #5 Raja Sen, National A...







@ ¥ Server Manager * File and Storage Services * Work Folders

-m WORK FOLDERS

[ H Servers All sync share 3 =
] Volumes ilter P =) v H w
i Disks * * Test Work Folders within
H b Storage Pools | Sync Share Name Description Datt Status h .
= v, ' the Domain.
4 Member (1)
iISCSI workfolders C:Aworkfolders Enabled AC .
e Back onthe Member Server we
need to go and load up ‘File
Explorer’ by clicking on the iconin
the task bar at the bottom of the
screen.
USERS
vorkf e embe e 1
p E v H v
vc Share Name :
ACME Rodney Duck Domain Users workfolders M

ACME Alice Goodman Domain Users workfolders Me
ACME Katherine Stafford Domain Users workfolders Me
ACME Neil Berg Domain Users workfolders Me

11:20 AM

1] de ENG
! g ENG 8/16/2026

Status: Running ~0 3



Work Folders

Share View

» Work Folders

Name

= JWatts test

Volumes
Disks
Storag

Shares

iISCSI

= | Local Disk (C)

Home

v 1 g

# Quick access
W Desktop
¥ Downloads
® Documents

= Pictures

=™ This PC
B 3D Objects

Share View
> This PC > Local Disk (C:) >
Name

inetpub
PerfLogs
Program Files
Program Files (x86)
SyncShareState
Users

© Windows

8/16/2026 11:10 A
2/8/2024 1:52 AM
8/16/2026 10:38 A...

Test Work Folders within
the Domain.

We now need to go to the local (C:) drive and find workfolders.

@ v Server Manager * File and Storage Services * Work Folders

1

6/16/2020 11:

File folder
File folder
File folder




Server Manager * File and Storage Services * Work Folders

| ¥ s | workfolders

“ Home Share View
Servers

Volumes € v 1 > ThisPC > Local Disk (C:) > workfolders > v O Search workfolders

= | Work Folders ~
Disks Name Date modified Type

Home Share View # Quick access
R Storag
B Desktop

$ Downloads

I administrator@ACME I 8/16/2026 11:19 A..  File folder

1 @ *» WorkFolders Shares

iSCSI ;
Name Status = Documents

# Quick access | -
— ) IWatts test ©) Work Fo RS
esktop . |

& Downloads ’ = This PC
5 Documents / P 3D Objects
[& Pictures 2 B Desktop

= Documents

& Downloads
= This PC D Music

@ Work Folders

W Network & Pictures
B videos
£ Local Disk (C)

o Network

Katherine Stafford Domain Users workfolders Member ACMELOCAL No

Test Work Folders within the Domain.

* Once we have opened ‘workfolders’ we can see the folder for ‘administrator@Acme’.

* We can open this folder now to see if out test document is working correctly in the Domain.



| & s  administrator@ACME - a X

Home Share View o
T Servers

A ¥ | hite txplorer i Volumes € L > ThisPC > Local Disk (C) > workfolders > administrator@ACME v O Search administrator@ACME P

% = | Work Folders B
. : i Disks Name Date modified Type Size
“ Home Share View # Quick access B
. Storag —— o IWatts test 8/16/2026 11:19 A..  Text Document 0KB
T @ » WorkFolders Shares :
= i ¥ Downloads »
: Name Status iSCS! B Documents »
¥ Quick access |
I Desktop * = IWatts test (©) . | &= Pictures »
¥ Downloads » = This PC
5 Documents »* 2P 3D Objects
|& Pictures * B Desktop
I'# Documents
@ Work Folders
¥ Downloads
= This PC D Music
W Network &= Pictures
B videos

& Local Disk (C)

@ Newwork

1item =
ACME Katherine Stafford Domain Users workfolders Member ACMELOCAL No
ACME Neil Berg Domain Users workfolders Member ACMELOCAL No

Test Work Folders within the Domain.

* If we open up the folder, we can see that our test document is showing both on the Member Server and in Windows
10 Desktop.

JASKS v |

\/




WIH remove the

Win s 10 computer ﬁ;om@egomain
) Iy -t

and see If we can create a test folder that

can be seen on the Member Server.




However, once we have removed Windows 10 Desktop
from the Domain will need to install the certificate of
authentication back onto Windows 10 Desktop after
we have restarted Windows.

Without doing this setup our test email account
rduck@acme.local will be unable to create a test
document or have a folder showing on the Member
Server.



mailto:rduck@acme.local

Remove the Windows 10 eomputer
from the Domain and test.

Step 05:






, ¥ Windows 10 on VM-APP-LABITEER - Virtual Machine Connection

. File Action Media View Help
@O0 up B Uy

s | Removing Windows

,.q 10 computer from

- | the Domain.

EdgE

f Windows PowerShell '

2- App >—

E‘ PoweiShel Windows Powel * After logging into Windows 10
Fetstomtonshel App we need to load up ‘PowerShell’

as an Administrator.

Apps

2 Windows PowerShell ISE Oren

» Windows PowerShell (x86)
& Windows PowerShell ISE (x86)

Search the web

L powershell - See more search results

Run as administrator
Open file location
Pin to Start

Pin to taskbar

* To do this we can search for
PowerShell in the search box
next to the Windows logo icon
and select ‘run as administrator’.

Settings

I PowerShell Developer Settings

£ powershell

Status: Running



Recycle Bin

MMirr ~{s
""Ecc'fs“ » EX Administrator: Windows PowerShell
ge

Windows PowerShell

Removing Windows 10
computer from the Domain.

Copyright (C) Microsoft Corporation. All rights reserved.
Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Users\Administrator> Remove-Computer
\ f =

* Once PowerShell has loaded in
administrator mode, we now need
to enter the command to remove
Windows 10 from the Domain.

* To do this at the prompt we enter
‘Remove-Computer’ and then
press enter on the keyboard.

#= Breaki i ENG s B
= Breaking news = 16/08/2026 1

Status: Running



ReCyCIEtin
I_ e ‘
2
Removing Windows 10
Windows PowerShell
fr];::',‘?ig'!to(('r]5:‘.i<l.;t'u'>:."l Corporation. All rights reserved. Computer from the DOmain.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\Administrator> Remove-Computer

Confirm

After you leave the domain, you will need to know the password of the local Administrator account to lo ¢ ThIS nOW glves US the Optlon to

computer. Do you wish to continue? H
[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): y remove Windows 10 from the
WARNING: The changes will take effect after you restart the computer Windowsl9.

Domain.

PS C:\Users\Administrator> _

* To complete this task, we now
need to press ‘Y’ on the keyboard
and press enter.

* Thiswillthen show the message
‘The changes will take effect after
you restart the computer
Windows10’.

11:29

=} o ™ = 2 #= Breaking news TJ ENG EZ

L Type here to search 16/08/2026

Status: Running



Now we nheed to restart
Windows for the change

to take effect.




ReCyCIEBn

[ |

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

MICrosoTt
.
‘ Apps and Features
Power Options
Event Viewer
System
Device Manager
Network Connections
Disk Management
Computer Management

Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

Status: Running

Try the new cross-platform PowerShell https://aka.ms/pscoreb

- Computer

b

[] Help (default is "Y"): y

[ffect after you restart the computer Windows19.

Disconnect

Sign out

Update and shut down
Shut down

Update and restart

Restart

will need to know the password of the local Administrator account to log onto this

Restating Windows 10

e We now need to restart our
Windows 10.

* To do this we right click the
mouse button then highlight ‘Shut
down or sign out’.

e We now then need to select
‘Restart’.

05:14
- 3 = IEY
¥ Gold - NG 1 0/08/2026 =



After Windows has restarted, we
will need to login using the local
Admin account.




Logging into
Windows 10
after restart.

We now log into Windows 10 using
the local Administrator account
and password.




File Explorer to install
Certificate of
Authentication.

* We need to go back into ‘File
Explorer’ to install the Certificate
of Authentication.

* This will then allow us to confirm
that we can create a folder outside
of the Demain onto the Member
Server.



- Virtual Machine Connection

)

-5

-

File Explorer - L
ne Share View

g v - D Search Quick access

°
¢« Frequent folders (4)
ILe ceXplorer 1o
P * Desktop Downloads Documents Pictures
This PC This PC L= ThisPC s This PC

oads - - < ‘ < 2 [ S [ ° °
i INS1a ertricate
S #  Recent files (0)
€ After you've opened some files, we'll show the most recent ones here Of

Authentication.

We now need to go to the hidden
server location by entering
“\server\c$’.

‘C’is the c: drive for the server
and $ is meaning the hidden
location.

#= Breaking news




ws 10 on VM-APP-LABITEER - Virtual Machine Connection

tion Media View Help

@O0 unp» B W g

File Explorer to
*[2][ £ s Install Certificate

-~ Frequent folders (4)

Share View

7 Quick access . °

= T = of Authentication.
$ Downloads » 7 - Windows Security %

B Docments; ‘ Enter network credentials .
Widia: 4 VRasBED E o * Because our computeris

: nter your credentials to connect to: server
& OneDrive / ' now not connected to the
= This PC acme\administrator Doma|n, we W|l|. need to add
i - - the credentials for the Domain
D Remember my credentials Ad m I n ISt rato F.
* ‘acme\administrator’.
OK Cancel
4 items

L Type here to search f P = - ®F Raja Sen, National A...

inning
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Installing the Certificate of Authentication. s



ws 10 on VM-APP-LABITEER - Virtual Machine Connection

tion Media View Help

@0 uprv B ™

Installing the
LR JCHER_ Certificate of

View

Name Date modified Type Size
» Quick access ° °
Woekop  #A Authentication.
¥ Downloads - i - " m‘w
PerfLogs File folder
& Documents o Program Files File folder . .
RIPcues  * program Files 686) —  Onthe hidden sever location
& onedrive U etouss we can see our created
W This PC & JWatts server 16/08/2026 08:56 Security Certificate 1KB certificate.
¥ Network . E—
Install Certificate ° 1 1
Scan with Microsoft Defender... We fL eed to rl‘ght < ll - k 2 nto
& Share this and select ‘Install
Open with.., S )
Certificate’.
Always available offline
Restore previous versions
Send to >
Cut
Copy
Create shortcut
8items 1item selected 875 bytes Delete

Rename

Properties

O Type here to search it ' % 23°C Partly cloudy

nning |



ws 10 on VM-APP-LABITEER - Virtual Machine Connection

ion Media View Help

@0 nup o> By

- Installing the
- 4 L > Network > server > c$ §¥ Certificate Import Wizard sarch c$ Certificate Of

Name
3 Quick access

B Desktop + ::'Z:LUD Welcome to the Certificate Import Wizard A u t h e n t i C a ti O n .

& Downloads * Paxfiziog
‘E-! Documents * Program Files :’:; :;:rgxmz: ;occg ;ﬁerc:?:.::fé‘ceruﬁcate trust Iists, and certificate revocation ¢ .
&= Pictures o Program Files (x¢ i At t h e Ce rtlfl Cate I m pO rt
e ik oo it o U Wizard’ welcome screen, we
™ This PC connections. A certificate store is the system area where certificates are kept. . .
a JWatts server need tO be InStalllng the
Store Location e
gtk ol certificate onto the local
© Local Machne computer.
Bo—— » To do this we need to select
‘Local Machine’then press
‘Next’.
| & Next | Cancel
8items 1item selected 875 bytes

O Type here to search Hi €9 B ‘ ; 4 23°C Partly cloudy

nning |



s 10 on VM-APP-LABITEER - Virtual Machine Connection

on Media View Help

@0 urv O B9y

Installing the
T % > Network » semver » c§ || Select Certiicate Store X garch c§ C ertifi C at e Of

Name Select the certificate store you want to use,
7 Quick access

[ ] (]
ADK ]
B Desktop + Personal o) l \uthentlcatlon
. ltificates are kept.
intpub il ’

¥ Downloads *
PerfLogs Enterprise Trust

5 Documents * Program Files Intermediate Certification Authorities

Share View

-t 4 Program Files (x§ i =S * We now need to select
neDrive Users s ? e based on the type of certificate ¢ H H

5 = e i Truste.d.Root Certification

 This AC o Miatisserver | e e | | Authorities’ and then press

W Network l | | Browse... co K’

8 items 1 item selected 875 bytes

) Type here to search = ‘ #5 Breaking news

ning



vs 10 on VM-APP-LABITEER - Virtual Machine Connection

ion Media View Help

@0 np o> By

™ = | File Explorer

Testing Work
i : Folders outside of

v Frequent folders (4)

7 Quick access .
I Desktop * Desktop Downloads Documents th e D O m a I n
This PC This PC = This PC °
¥ Downloads o~ - < ‘ * p
=] Documents 4
= Pictures 4

Recent fes (0 * In File Explorer we now need
W This PC After you've opened some files, we'll show the most recent ones here. to type i nto th e Sea rC h bOX
@ Network ‘workfolders’ just like before.

4 items

D Type here to search ) > ’ #= Breaking news

nning



v | File Explore

@ Work Folders

T @ * Control Panel » System and Security * Work Folders

Testing Work Folders
Manage Work Folders OutSide Of the Domain.

Set up Work Folders Use Work Folders to make your work files available on all devices you use, even whet

Control Panel Home

@  Sctup VorkFoider * We now need to press ‘Set up
Work Folders’.

S€e aiso

Work Folders on devices

= 3 : — 11:39
L Type here to search 4 ) ‘ E "] ENG

#8 Breaki /s
Breaking news 16/08/2026
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v

Z @ Enter work email

“—

L Type here to search

S &

@ > Control Panel »

System and Security > Work Folders » Enter work email

Enter your work email address

Work Folders uses your email address to retrieve settings from your organiz

Work email address:

rduck@acme.local|

Enter 3 Work Folders URL instead

Testing Work Folders
outside of the Domain.

We now will be entering Rodney
Duck’s work’s email address.

In the ‘Work email address:’ we
enter ‘rduck@acme.local’.

If we had not installed the
Certificate of Authentication prior
to this stage, we would receive an
error informing us we need to enter
a valid email address from the
Domain.

#% Breaking news




» Control Panel » System and Security * Work Folders » Enter work email

Testing Work Folders
outside of the Domain.

Enter your work email address

Work Folders uses your email address to retrieve settings from your organi;

Work emailr—**

[rduck@acq  Windows Securlty » After entering the email address
sverawor  WOrk Folders for Rodney, we are then asked to
enter his login credentials for Work
Folders.

Enter your domain, user name, and password

rduck

[C] Remember me

L Type here to search Si = #= Raja Sen, National A...

<tatiier Rinnina ~ R 3



dows 10 on VM-APP-LABITEER - Virtual Machine Connection

Action Media View Help

@O np BH Ny

@ Confirm Work Folders location Te St I n g WO r k
- © 4 @ > Control Panel * System and Security * Work Folders > Confirm Work Folders location FO ld e rS O u tS i d e Of
Introducing Work Folders th e D O m a i n

°

Work Folders will appear in the navigation pane in File Explorer and when opening or saving files.

Normally the files you save in Work Folders are stored on your PC with the files and setting; for you

account, but you can choose a different location below. This setting cannot be changed later. ( ] We n OW n e e d to p re S S J N ext

H

Work Folders location:
C\Users\Admin\Work Folders

Change...

[+ Enable on-demand file access on this PC (recommended)

You can save storage space on your PC by enabling on-demand file access. When enablea, you ¢
which files are available offline. The rest of your files are always visible and don't take up any spac
your PC, but you need an Internet connection to access them.

R Type here to search =] : #F Raja Sen, National A...

Running




10 on VM-APP-LABITEER - Virtual Machine Connection

1  Media View Help

DO up B O By

B2 Listee: Testing Work

@ Accept security policies

“ ~ 1 @ > Control Panel » System and Security > Work Folders » Accept security policies v FO ld e rS O u tS i d e Of
Security policies th e D O m a i n °

To help protect your work files, your organization can make the following changes to your PC at any time:

+ Encrypt Work Folders * Here we now nee to tick the
+ Require a password to sign in to your PC, and automatically lock your screen b oxre lati N g to ¢ I acce pt t h ese
« Erase all files in Work Folders, for example if you lose this PC p O li C e S O n my PC ’
Additionally, files stored in Work Folders are subject to your organization's data policies. ° O n C e S e le Cte d We n OW n e e d
b
. ¢ ’
i soreprtiesepdiisormit to click ‘Set up Work Folders

button.

GSet up Work Folders

Type here to search = ' #F Raja Sen, National A.. ~

ing



For this last test we will be creating
a test document for Rodney Duck.
Once we have this done, we will be
looking for Rodney’s folder on the
Member Server to complete the
final Head of Cyber Security work
task.




Work Folders

Share View
# > Work Folders

Name
3 Quick access
B Desktop
¥ Downloads
=| Documents

= Pictures

% OneDrive
@ Work Folders
= This PC

¥ Network

Status

View
Sort by
Group by

Refresh

Customize this folder...
Paste
Paste shortcut

Undo Delete

Give access to

Sync now

New

Properties

0items Sync status: Last synced: 16/08/2026 11:45

L Type here to search

Date modified

Folder
Shortcut

' | ] Bitmap image

Rich Text Document

| Text Document I

' Compressed (zipped) Folder

Testing Work Folders
outside of the Domain.

* We now need to right click on
‘Work Folders’ then select ‘New’
followed by ‘Text Document’.

Very humid



= | Work Folders

Home Share View

r B WorkFolders Testing Work Folders
— ’ outside of the Domain.

[ JWatts - from non domain 16/08/2026 11:45
B Desktop ) 2
¥ Downloads

=] Documents

* Forthe Document| called it
‘Jwatts — from non domain’.

&= Pictures
% OneDrive . .
& Work Folders * This was just to have proof that |

had completed this stage of the
task.

% This PC

¥ Network

1item 1 item selected 0 bytes  Available on this device  Sync status: Last synced: 16/08/2026 11:47

L Type here to search .". 23°C Partly cloudy

Status Runnina






"% Member on VM-APP-LABITEER - Virtual Machine Connection

File Action Media View Help

@O0 unp B o g

Media View Help

© ur B

LN

=

@ v Server Manager * File and Storage Services * Work Folders

s workfolders
™ 2

‘ an Home Share View
8l M = | Work Folders 1= Servers
= ‘ v 2 I Disk (C:) > workfolders > v e
- [l Volumes < T > ThisPC 2 Loca :
File Home Share View
i Disks Name Date modified Type
T @ * Work Folders # Quick access
Storag administrator@ACME 8/16/2026 11:19 A..  File folder
o » I Desktop * - - -
Name Pr v y il
Shares rduck@ACME 8/16/2026 11:47 A..  File folder
»# Quick access ¥ Downloads *
=| JWatts - from non domain iSCSI
Il Desktop A ISCS = Documents *
¥ Downloads A = Pictures *
=| Documents 4
% This PC
= Pictures
J 3D Objects
@ OneDrive I Desktop
@ Work Folders # Documents
¥ Downloads
= This PC _
d Music
¥ Network

Y Dirriean

.  Back atthe Member Server, we load up ‘File Explorer’

TeStIng WOrk FOlderS then select the ‘C’ drive and then ‘workfolders’.

outside of the « We can now see Rodney Duck’s folder has been saved

D . onto the Member Server when the Windows 10 computer
omain. had been removed from the Domain.

10

e B &

~ I =

ype here to search O ml

Status: Running
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