Junior Technician Job Notes

Task 01: Disabling Command Prompt access for Marketing OU:

Windows Server 2019:

e Server Manager — Tools — Group Policy Management.

e Find Marketing OU, right click then ‘Create a GPO in this domain, and link it here ...
e Enter a name of your choice.

e Take a screenshot,
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e then edit the New GPO
e User Configuration — Policies — Administrative Templates — System — Prevent Access to
the command prompt.
e Enable the above and take a screenshot.
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e Windows 10 Desktop:
e Login asa member of the Marketing Group.
e Attempt to access the command prompt.
e Take a screenshot of the error message.
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Task 02: Setup Roaming Profile for Lee Blake:

Step 01: Create a ‘Roaming’ Group.

Windows Server 2019:



e Server Manager — Tools — Active Directory Users and Computers.
o ACME.LOCAL — Area Managers.

e Create new group in area managers named ‘roaming’ (or similar).
e Add Lee Blake to the ‘roaming group’, take a screenshot.
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Step 02: Create a share to store the roaming profiles and assign permissions.
Windows Server 2019:

e Server Manager —File and Storage Services

e Tasks —New Share

e SMB Share —Quick

e “Type a Custom Path” —Browse

e New Folder

e Use a name of your choice such as ‘Roaming’.

e AddS tothe end of the share name to hide the share.
e “Enable access-based enumeration”.



e Customize Permissions, then ‘Disable Inheritance and Convert inherited permissions to
explicit permissions on these objects’.

e Remove All Permission entries except those in the screenshot shown here:
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e Click ‘Show Advanced Permissions’.
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Set the permissions as shown below, take a screenshot.
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o Complete the New Share Wizard.

Step 03: Specify the roaming profile location for Lee Blake.
Windows Server 2019:

e Server Manager — Tools — Active Directory Users and Computers.

o ACME.LOCAL — Area Managers.

e Lee Blake — Properties — Profile.

e Enter profile path \\server\roamingS\%username% (where roaming$ is the name of your
share), take a screenshot.
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Step 04: Test the roaming profile.
Windows 10 Desktop/Windows 11:

e Login as Lee Blake on Windows 10 and create some files/folders on the desktop, in
downloads and in documents. Take some screenshots.
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Logout of Windows 10.

Login as Lee Blake on Windows 11 and check that the files folders are available. Take
some screenshots.
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Windows Server 2019:

e Take a screenshot of LBlakes profile folder within the Roaming$ share.
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